
One in two Australian businesses suffered an attack 
in the past year at an average cost of $600,000 
according to the latest Dell Software report.*

* http://www.insuranceandrisk.com.au/niba/nl/050314/67fe0753-Cybercrime_costing_businesses_600000_a_year.php 

The Privacy Amendment (Enhancing Privacy 
Protection) Act 2012 introduced the Australian 
Privacy Principles (APPs) on 12 March 2014. 

The 13 APPs introduce significant new obligations, 
such as the use and disclosure of personal 
information overseas or for direct marketing. 
These changes are given further weight by the 
introduction of a new civil penalties regime.

Insurance, the last 
line of defence
Traditional insurance policies simply do not 
cover the costs associated with data security 
and privacy breaches.

A data security and privacy protection 
policy can cover your organisation for both 

your first party liability expenses 
(i.e. business interruption, 

breach notification and 
investigation costs) as well 
as your third party liability 
expenses such as legal 
expenses and damage. 

Cyber Crime
What’s all the fuss about?

Arthur J. Gallagher & Co (Aus) Limited. AFSL 238312.  
To the extent that any material in this brochure may be considered 
advice, it may only be considered general advice as it does not take 
into account your personal objectives, needs or financial situation. 
Arthur J. Gallagher urges you to read the relevant policy wording 
and consider whether any products are appropriate for your 
situation before making a decision to acquire insurance.

Contact Arthur J. Gallagher for further information  

MYTH 
Cyber-crime is only aimed at big corporations

New fines of up to 
$1.7 million for corporations 
and $340,000 for individuals!

The situation:   Over a weekend, an Algerian hacking organisation managed to 
hack into the ACTCOSS network and utilise the ACTCOSS phones 
for their operations.

How it was discovered:  The phone service provider alerted ACTCOSS to the unusual weekend 
activity and overseas calls.

The damage:   Thankfully, the damage amounted to just over $1,000 in call charges. 
However, for many ACTCOSS members, community trust is vital to 
their on-going revenue and a cyber-attack that undermines that trust is 
potentially more concerning than the financial cost of the attack itself.

The outcome:   The phone provider advised ACTCOSS could not have prevented the attack 
and volunteered to cover the costs as a result.

Unfortunately 
this is simply not 
true.  Recently ACT 
Council of Social 
Service (ACTCOSS) 
fell victim to a 
phone hacker and 
have agreed to 
share their story.

What can you do?  
According to Forbes# there are some simple steps you can take  to shield your  
organisation from cyber-attack.  

 Shore up weak points. Passwords are the best place to start. Change them every 
two months, and don’t use the same password for all your accounts. Enforce 
password policies with rules for complexity. 

 Designate a banking-only computer. Since this machine is not used for email, 
web-surfing or social media, it’s much harder for outsiders to gain access 
to your sensitive information. Review your banking transactions daily, so 
you can spot fraud in near real time and potentially recover the funds.

 Back it up. Small businesses can lose data as well as money in a 
cyber-attack. Thanks to cloud computing, data backup services are 
finally cost-effective for small business owners.

# http://www.forbes.com/sites/capitalonespark/2012/12/17/5-ways-small-businesses-can-protect-against-cybercrime/ 

$600,000


	600000: Off
	Broker contact phone: Call: 6283 6555
	Broker contact email: email: canberra@ajg.com.au


